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(57) Abstract: A device authentication system capable of appro- 
priately distributing authentication destinations of CE devices. The 
device ID of a CE device (3) includes corporate information. The CE 
device (3) uses the corporate information to send, to a corporate in- 
formation distributing server (6), an inquiry about an authentication 
destination distributing server (8) for connection, and further uses 
the device ID to send, to the authentication destination distributing 
server (8), an inquiry about an authenticating server (9) for connec- 
tion. Then, the CE device (3) receives an authentication from the 
authenticating server (9) and transmits the authentication result to a 
service server (10). 
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■5 o 

&±©£*1fffRJ8»5$H*1*--A6, BSE5feSD^ttU—A8, 
BIE^—A 9 , if— IfXU— A 1 0 ©U— fcTXtM M*, URL (Un 
20 iform Resource Locators) tUR I (Uni 
que Resource Identifier) &£CJ;D'f>^ 
— * «/ h 5 ±T#^-r^> d 

^LT, CE««3)$*#-!J— Afc^BlfcDTSftttllMBfcW:* £> 
URL, URI«:^*nT*D, CE«3tt> £nS©'|f#8£Jl 
25 ViT0f3e©-9— AKl»itt*r«. 
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fiP^> ^mmmU, mpLU l"h t t p : // a b c . Z o n y. co. 

rfe^1##BigD5H:t+f--A6, &£KMia£&lil«3#tt1*--A 

8 rau tn^nm i ©igD ;ui 2 <Dmvfrttv-rt*mi$L 

12 011 CE««3mfci{g I D 1 3 0iM^M©-i& 
15 «ID13(1 £lt£#^1-S£tilf#l 5 fcs «-dfeSil3^eSIC»! 
#ifil6H mXU> CE»«3C'>'J7;Vt>^ CE$t§§3 

20 §0 ^ Oi/ U T^t^AlCi D C Ei^ 3 ^ t 

mm r d 1 3 tvxMi^m\z\t, ieee (^it^sf^fti 

^filTI/^EU 1-64 (Extended Unique 

Indentifier, 6 4 b i t ) & 21 t^tf S. 

25 EUI-6 4lt 6 4 k'7 h©f itC ESg^ 3 It^Wt^ 
3. 
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m \Z± 6 4 t: y h (D v % , ±{4 2 4 tf y h «0 U I (Organ iz 
ationally Unique Identifier) i^tem* 

TliOU I ^^H'ltfg 1 5 \zttm-t% 0 
5 OU I J^<£-R44 0 My MS* #^gfii:fIT5ut^f, 

10 a* 9 ©^^w#^^#-rs^cje)^ffl^s^ 2 (DMQftnm i^Mix 

^3i}l CEB3 ii^^-AiiDll^^i^B^-rSfefeCDEIT^So 
CEM3 ^tJ— tf X U— A* 1 0 ^ £> if - tf X £ ^ S * T ©SW £ 

15 777^1 : cEmmstf-v— tfx-y— ai oc^lt, a^issE^ 

20 5. 

^m'if#*g^^^it-A6 #^^'it#i 5 wmftM<ofttf-y- 

—A 8 fc^^T^fcfe<Z)^^'lffg^^)S$i±feiiD^^i^-A'x--^;i/ 
2 l§fi^.Tl/^o igD^^1r-AT--^;P2 1 ^ . CE4M3£: 
#^^^S^T^fSsIE^igD^^1t-A8^t>^^^^nTV^ 0 
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±mmmm?)frni)— A6&> cE««3^6s«bfcjfeit«f«i 5 

5 SlR1(MR&m>T, #ISijE^iiD^^+l--n 8 ©-5 13, CEM3§ffi 
g*k©BBE$fc« t) A* 8 fc»«-ra. 

^LT, CE«3li|E©M I D 1 3 UTBSESfcfi D ft 

tt-tr-A 8 

BtE^feSO^W-U— A 8 feJu tt& I D 1 3 C EtttS3 <Z>B8E&!S 
10 ^t-^^siE^-A9©^^'lf#^^^#^fePiiE*-A*5 : --y;i'2 2 £ 

mU*3r—n i r—~7)V2 2tJ;D, §CE«3 £#Sg§E1r- /t9M 

*ll©llT(t C E$§2£ 3 (DM* LTBKU— /X 9 * 
15 ^JgtfttSSI/fctbfcJ^ ^n^|S^i±T, «*.fcf, CE^§§3©M# 

zttsiE, ^\z*%teftmzt\zttmtfvtT%£\,*o mw*. i#oo 
o©cEa§§3«, mmmmi"ewm-znz>mm'V—n9 7?mmi<> m 
saaacdcek 3 mmm m 2 TftjesnsBSEU— n 9 -emu 

tStVU5tt5^tras. BP*£, CE^§g3 tBBEtf— A 9 © 

mmftrnvfttt-v—rt 8 cE«»3*>5gfirbfc«»i d 1 3& 
4 1 — t i/TBif- a^— 2 2 stfeasb, E>n&BSE*y- 
-A9 <D&mmm&cEmm3 \zmmt 

7t^4 : CE«3H ±mtommQftW- A6#>S>BffiE1}— 
25 A9^©Sil'lffg£gff ttl*fflViTBBE1f— /t9fc»«*r"«. * 
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^& esse it mzmm-v— a 9 ^ft-r^.. 

fgSE1f-A 9 te, I D 1 3 «hfSiiE1t#^*fjS#^fe^SE'lf fg-r- — 

^;i/2 3 ^H^LT&D, CEa^3^^g^bfc^BE'W#t^iE'If|g-x 

X^y7°5 : CEa§§3«, ISt£1f-A9^£gMbfcllsiEMJII£1f 
-tfX1t-Al 0 fcitfiU "th-lfX©Ji#t^^^^-^ o 

If - If X If- /tl Ote, MSE^m^^mbTCE^^3©^gE^^^ 
10 ¥!l&rb, C Em& 3 ^ISiElf— A 9 tdcfc D^iiE$n^:«^«C Elf 3 
£1f-t:X£ji{&L<, M£nT^&^^te^©g(DT^-A£C E 

^4 0lt IM^XerA 1 T?U— tfXIf- A* 1 0^CE$IS3 
USE £ 1? f 3 If - tfX £ m&T Z> ^Hlfi £ T £ fz 86 © 7 D - ^ ^ - h 
15 T£3o 

CEM3> ^ilfif#gM#tt1f-A6 :7D-3^-h* 

S?\ CEM3#Slf-t£X1f-A 1 0k:MSE£gT31f-t:*X(Djf 

20 EnfcfcfU if- fcfXIf- A* 1 0 IMiSSEb U#£CEM3 
jSHfb, &i!1if«D#tt1f-A6^<D^£^t-& (X:ry:/5 

0) o 

CE*M3te, 1f-h*X1f-Al 0^£M§&SEhU;tf£g{f b 

25 $SS3«, iBfcfS^^nXV^a^ I D 1 3 £^#.ffiL, 

SI D 1 3^S)^^'W#1 5 £!&#LT&il1f#^D#tt1f-A6 £j£ 
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flrr* (mi(Dmm^m) . ^njctiK cE«&3ra\ ^mtiMD 

#fr1t-A6 fc#bT2©BK$fcfi0#fr'if--A8 fc»ttbfc& 

4kHfS#iSt)^^it- A* 6 #5 b (SB 
10 2(D&m^&) , £n£JB^TBiE$k^t)#tt1*--A 8 ti^TSo 
IT, CEM3H BKftfiO 5Ht*-A 8 I D 1 3 

(£!2©j£fg^g:) , 2©BKU— A9 fcJ&J&fcbfc E»<fcV>fr©fllB&S 
Ufy^l 5) o 
^tlfC^b, BIE$fc«?)$H*iJ— A8«, C E«« 3 *^ 5«ag I D 1 
15 3§fltb, ^n&^-ibTlRIIE-y— A^-^;P2 2*6CE»S3 

#i\Z, CE«3ft BK^SD#fr1*-n8}fc£g*&bfcBiE1*--- 
A9^©i£Mtif8£JB^TBiiE1J-- A9 fcgitS. fit, CEH§§§ 
20 3fcJ\ BIEttMK&BlEU— A 9 teSMtb (BiEtlNBSift ^S) > fgSEI* 
— A9j&>6>BBE#S*SS«-rs (BSE1H *RSte ¥&t) . JlO.t^iC, C 
EM3 tBSE-fr— A 9 teilfl bfc#S#fc— £©«*BliE$'— £">X 
£fT3 (7fy^2 0, o 

^©ttUgBBE^-^^Xja, MiH «ID13^;U7l/-X^ 
25 E©BEtiMRSBEU— A9 fcS&ft b, BlEtf— A 9 #* BEE 111 — ^ 
)12 3*T?En£flSB?*5 2:£fc«fc Off "5 . 
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£fc, aSBEte^^^-^ODSIgfll *ff St&fc* MAH SSL 
(Secure Sockets L a y e r ) & Eoi^n&m&R ^ 

ISfiE+r-A 9 te, CEW3^6^II L fcg&gElf # £ D fSSElgm £ 
C E;$§2£ 3 KljUfff £ (Xfy^9 5) o ^Ott, fSIiE+)--A 9 te, 
it- tfXU— Al 0#SfUC, CEti^3^«M;:|g!iE1r-A 9Tl&SE£ 

10 $ts§3 fcj£{§-r3o 

IM+J— A9«, Bff Lfc^^-r H fgfrfcf&'rfcS 

CE«30MI D 1 3 &WfcttttTffiffi.VT&< . 
15 CE$l2§3te\ ^SEit-A9^e»^^bfe^IiEMm^ , 7>^^ A/U 

(DmWi&m&'TZ (^T77 P 2 5 ) o ^©^^%>, S S L&£©H§-^b 

20 13, Itf7>^^A/U7-F^llt§. 

^:VX, U— tf**r- A 1 0 te, g{§Lfc«g I D 1 3 >^-T A 
AX»7-F£fM1r-A9 CMt, C E*» 3 s&> £>§{f UfcSSE^m 

& m &\z m m u- - ; t 9 & m n v %> <o t * « © b se © 51 b & §& §e 1*— 

25 KSE+J— A9H +r- If X+r- A 1 0 I D 1 3 > $ ^ A 
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5 o tmmD— a 9 1 s s Lfe£<Dm^4k&ffi&m^x±*3. 

ir— tiXlr— A l 0 te, I81£ir~A 9 Si&SEmiS^:^£^t c 
. EfM3 ^£>j£ff $tlT#feMSEil§m^5i^fc^iiEit-A 9 ^fgfTbfc 

15 ft^o/cili^ C E$§§§3 CEi 

^3 <Dmm&mtbfc^ ) b(D'v$>~2tcm&, u— tfxu— /t 1 o ce 
;v (D — m & ^ b m t? & & . 

flEtf- A'©URL 3 1 BtEiJ— /tTtfiftbTV^lJ'— t! X (MSEIr 

©url 3 3, mmi*nf£fr^r£Wi&izmm~tz>mmft<DijRL 3 4, 



WO 2004/095301 ^KCT/JP2004/005740 



28 



5 L) mnt*D, CEM3I1 Ett&fflV>TBBE1*---A*teS&Srr 
10 ohnjl/5 O^fflf $tit^§. 

•77-CWm*7v hnjHl fctt, &fHll*fiD»ttD-;t6©UR 

20 #1*- tf*) 0«|4 3> BjE*«^5bbfc«fcCE«#3««»i»!*r*^ 
•i* hOURL 4 4, Bffi^fc3&>ofc»^K:&m*£ftilBfc$fc©URL 4 
5, &.tf«l£§f&lEA— z?h >4 6 ^tnt^S. 

^©cfc^ic, y^-r^uffl^D hn;i/4 i\z\t. ±mm tiu^^ 

-A6^0g&**fiMR (URL) ^tnx*0, CEJ§§§§3«, Eft§ 
25 JBV>TjfeliWttSD##tfWt6 fcttttT*. 
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( 1 ) «»BK3te*CE*»3 ©BKSWWr Sorties D^tt, 
H£> !S?>#tt$fcT?fi>«r©BaE1t— A* 9 fcJBD^W-S 21 

5 (2) «ii§bkki». «-±iii2:tte3ftifcW!3e*nTVi 

©MBK^fiD^^-Ztki^^TSt^oMliltt^ltift^Sfll 
# (»SID13)i>5fSf#4gl&©WoTb*5) J^ffiatetin 

§^Titt^*5, b^b, *^jfi.©?gfi87?#iki!i*^abTf»iffl-rs© 

(3) BSE It- A 9%^©fc56©B#Kt3X h £i|iJMT£ d £3&*T€ 

15 (4) BSE it— A9 &*fe5£*r£fc«>©fc5£:/D h 3;l/£B8E1t — A 9 
'TOKtE^D h3;U£#«6^5 ££K:J;oT«*&BiE#5£^3B*aBSiE 

(5) C E«« 3 **S:fefBW*ftlB Outfit- A6^©3>^# htft 

&fn»««D^w-u— A6 w-x^*«s i d i 3 *mm-tz>>& 

(6) C E«« 3 >&> 6BISE&II B #**1t — A 8^© 3 htii, 

bie^ outfit- a* 8 izrtzyu-x&mm-r&'&m&MK. 

#i«©^i*-ete> it-tfxtt- ni ofr*>mmhVfi\zmm 

25 It-A 9 ^©SMfil fB£^£&^4§£\ BP "5* BSEIt— A9 £Jg£bT 
v^v>»-&k:oviTliiWbfc3&s, zftfcHijfeiirf, BSE it- A 9 j&tfcjg 
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JlftlST, ^^Sg^^^ibT, :feiSfiMBig9#fr1*-A6RrmiE 
SfcigD^ttlr— A* 8 fc&^T, C E#t& 3 £ K ITT S HE A 

10 Tv^ntf cnsiatibT** (»«f«Et#ii!) . ce«h§§3«, & 
mm mm x> # w-y*- a 6 RtMg&Eftsi d $h*u— a s ^©^m * x ^ ? 

— A 9 Ciil/Tfecfc^o 

C E«»d*ieg?BIEU— A9 fcS«6-rSfc«)K:«, U— tfXir— A 1 
15 0^£>^{fT h U#fcfi?> $H*1J— 

4 3 fc, SD^fr-tf— If X&#^-T^O b JectlDS, D 
ADP (Device Authentication Servic 
e Discovery Protocol) ftft, IBizIibT^ < & 

20 

CE«3I1 «»«KhU#fcSD#frlJ-- tf^^^^TSOb j 
e c t I D^ffitt, Z.n& Vm\ZMK)frn-yr- lfXfcJ;oTSD 
$H*Snfc, CEIS3 £§gSEt-<5gg§E+r- A 9 ©»HfiSJ$oTV> 

25 i:j#oT^nn cem3H ^^wfgjg d $h*u— a 6 &.m%m$o 
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m v frnv-n 8 %> ztu<. mmmmv—n 9 ^libx, 

C E «HSS 3 tfWfcai o T Vi S IggEiJ— A 9 X # -feX L 

BiU-^ 9 ©S&i«ffiHK*iR*rr a. 

CE«3^, A9a>&i&SE?il8£^&j-<?:5i:, sM&ilO 

##1*— A8 *5SfiStl5g BE tf-A©tttttilMK*** r>at5 

10 ±mvitt&v. *mn&n\z&\,±Tn, cE«3tt ±mmmm 
vfrtf-v— a 6 \z, m2miz7xzn&m!&<Dm& i d 1 3 zmrnvx^ 

-;t6i:n c E-M3 ^^fcoik^icSiie^tifcc E«ST<fc5tf>© 

15 *fc, ttM'li 4B 1 6 ttJCfc, ^§§@SiJ«# 16-1 <h^^©#:^SiJ1f 
#16-2 t^?»M$nT^nH ^SESfc^ D SHtU— A 8 fctegISi 

@suif# i6-i (Dfr&mmv. mm-v— a 9 t©*«i« idu 

— SPSSSfll-rs^fc^^Ttt, ^&<£*k 4feiSSra3RiS0 5H*lJ-~A6 
H§g I D©&g&fiMS*<&fc«>SODra:, HXD- A 1 0 £££££ 
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5 I D 1 3 £&^3rbfc*»m3*»l/Tfc<kV>. I D 

1 3 ^H'Wfg 1 5 ilt "1 0 1 0" , ttJRfflffil 1 6 tit "11 
0001101 " rfeHfiMg 1 5 0*S^gtt5S:6B!, 

TX^1t#i:bT " 1111000000000 " I Di 

^^fiOillS: " 1010000000000" *&«-r*tiMR 

im 2 ommmmomm 

?&'y—\£x<DMm&m3t't%%&. u— t?xi*— a 1 o idi 
15 3£j£{§-r& = 

femmmmvfrw- a 6 cioikinffgi 5 ^D^w-tr- /tf 

20 fit, ±a«*S0#WlJ-'-/t6tt, ffi#bfc«3«Hll«ft'y— tf* 

u— a* 1 0 fcsnrrs. 

*-r*i«$fc«D#w-u-- ;t8teS6«b, #t& 1 d 1 3 §2i«-rs. 

BBE^teJRD^W-y— A 8 te, #g§g I D 1 3 fcBBEIJ— Ax-:/;i> 2 2 
25 TtH, CE«&3©BSE£fiM5TSB3iE1*W*9^©&iK*$&§3fc 
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U— lfXU— Al Ote, E©&*fetMR&CEM3 teSHfTS. 
5 -A 9 *#jrr* 

EftteJ&UTBSEI*— A 9 CEM3 ©MBIE£fT'5. 
cOckSfc^JScDJBtB-Ctt, Ml D l 3l:i«B!E*-A9 0» 
10 JtS-tf— If XI*— A 1 0 #tfr 5. 

C EM 3 MI t5*» I D It i20fcSl/ 

15 fe%©i|Rlil^^)^)o 

CEM3 t«jBIBi'>7fA 1 feiit«#1i"-/U© 

C EM 3 *«1J— lfXt- A* 1 0 ^ S+f— If X tt£ £T©§*Pg?# 

20 7T7^1 : CEM3#1J— IfXU— Al Ofc^bT, MB5E& 
gfSU— fc?X£J?3fcTS. ^bT, S*fctftjTg*0i»ID13 

^M^-tBb> if- tfxtf— ai o fcgi«*r^. 

7f'^2 : U— If XU— A 1 0 CE*S3*5«» I D 1 3 * 
SiU, MIDI 3^&^fflf« 1 5 *JftfflLTikmffaffit)^WlJ- 
25 -/t6i:lit§. 
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thumbs o $H*f— a 6 n i (Drnmrnm tmm\,z&±mm m i 

fc«k?K CEM3 £4Hfe3i3&*»#-r *BK^«t)»WU— /t8*^fe 

5 ^w-snx^s. 

±mmmmv frtt-v—^ 6 it- if* -a— /n o ^^iifc^i 
hhri 5 ^^-iuxigD^^it-A'5 : --^;i/2 i§tiu -e^ism 
nzntzmmftMQfrtfv—^s if i o 

10 X^^7°3 : U— If* "9— A* 1 0 £itlff«D#tt1t-A 6 

EM 3 SfiMi-f 5BSE$fcMD$Hj"tf--A8 ilgitS. 

^UT, U— HX+J— Al 0ttCEiS3^6Silfc*jg'l D 1 3 
SKSE^SO^^-y— A 8 fcSH&TS. 

15 Bfc$fcjg»j#*ti*— A8it miommmntmmizmmii) 1 3 1 

SiCEB 3 ©BffiE&aSMSTSBSiEU— A 9 
B§Eit— ;tf- ^;V2 2 &(jf&*.XV*S. 

BSE *9— A^-^;V2 2 fc<£D, #CE$I3§3 i#BKH-;t 9 j^O- 
fc^ttStlXV^o 

20 BSE^teSO^W-y— A8 tt, CEi«3«>6Sfl/fci»ID13* 
^— tbXBilEU— ;tr—^;V2 2^^ll, -€-©#l*#&nfcBiiE1f 
-A 9 ©Jgifcttfs8i£l*— If* if— A 1 OfclMfg-fS. 

Xt^4 : lf*U— Al Ote, B&E$fcJS»3#W-U— A8*>&, 
CEM3 ©BHE*jS»i:*r SBiEit- A 9 ^©JgJKfif ffi SSfll b , ZLtl 

25 £CE$|gg3 
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Xt^5 : CE«H3^ -y— tiXit-A' 1 0 S BSE if— A* 9 ^ 

CE^§§3«, /U7I/-X1'M I D 1 3&<*:\ tt«B8EK:&S&B 
KflMR&BIEU— A 9 fclitS. 

5 BK-iJ— A9it ssi o^ifiti^icM i d i 3 tmmmm* 

•5o ^bT, B8EU— /t9tt, BtE»**CE*»3 fclSlflfr-5. 

: CE$£S§3«, BBEU--A'9a>&S«b&B5Eil£*&1*- 
10 -k'Xit-/nollliL, -if— tfX©*S#£g:£TS. 

u— tf^u— /n oksu BSEjsm*s^bTc e^§§ 3 <DmmmM& 
mm cEmm3fimm-9— A9 ^«kt)BiiE$nfc»-&«cE«i«3 

BBE5fefiD»W-U— A8 (» 2 ©fi D A) ^^btT, CEi 
t^T^So f IT, £©fgO$H*^XT-AkJ:, -!J— If XI*— A 1 Ofr 

zmv&vmm mmi d 1 3, ^mit^i 5) &vtm 
20 #s.flt^®:t, BK*y—/t9^©»am»« (url) &mm-?2>mmm 

as ^mr)^n^^^AtM.rcm^. +f— lfx-y— a 1 0 ce« 
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mi <DMQftw-y— a) ifx-tj— i o 

OfciBIiE$fcJB?)#tt1*— A8 (^2 0lD^ltD-;t) ^0&«tiMR& 
Mb, ISffiE&tlDiHtl*— A8 tfX-tf— A 1 0^612 GDjg 

10 (««ID13) ^^ISIT, ISttEU— A9^©8lfiti!f*ft£ 

12 ©*«»IBfc*W**«IBtE^X'5 i ^ 1 Tit- If X-y- 

-a i o^ce^i§3 izmm&^Tz-y—vx&Mi&'r&^m&mw-t 

15 it-b'Zij-WH 0, 3&l!Ht#JBt)^W-tJ— A6, mm^mv 

£?\ CE1M3^+I— IfXU— A 1 0 KlKgESSTSI*— tfX©SI 

#t^^^-r^> (x^^i o 5) . 

20 ZtllZttV, IfXif— Al «tgg©SEhU^f&CE«8g3fc 
it{fb> M I D 1 3 o-y— bfXU— A 1 o^om^ts (Xf 
5/^13 0) o 

it-tfXtJ— Al 0j&>e>«»RKMJ#££«b, g 
B©$lffi I D 1 3 £fs^ffibT+J— tfXU— A 1 0 K^Hgf* (X^y 
25 7° 1 1 0 ) o 
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it-tfX1t-A 1 0 te, CEi»3^6«»ID13*S«tS (JB 

m i ©siflr^g!) Ut^^i 3 5) o 
10 ^&ce $t§g 3 ^jK-r^^rssE^s d # w-u— a* 8 ^<ommmm&tk 

(li^S) Uf'^l 6 0) „ 

15 f^o ^bx> -y— tfx+f— m o BK^feiso^w-y— /X8 te, c 

Eijg3^6Silfc«gI D 1 3$lit (I2©m?t) , CE 
««3#2©BIE1*— A*9 fc«ttbfc&J;V*jfc<0*B*S:fc*rs (Xf 
y7"14 0) . 

20 SgID13£gfel, (StfB^g!:) , bTBBEIf— /tf-^ 

;w 2 2 e> c Em%& 3 j^s«ai*r^#BaEU— n 9 ^<Dmmmm&$tm~t 
?a) Ufy7*i 7 0) o 
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mm 3 kbseij— a 9 °vm&mm&&ft%& ? \zm^t^mm^$>^m 
cE«3(t u— t?xu— ai o frz^mhrcmwE-y--^ 9 

l*««*^^TBIiE1>— A'9l:tit, BI£+f— A 9 £#te-3g©«« 
5 ^iE'>-ar>X«rff "5 (X^y^l 1 5, Xr-y^l 8 0) . 
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